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SUBJECT:
Technology Acceptable Use Policy and Internet Safety Implementation Rubrics
Legislation approved by the 2006 General Assembly requires the addition of a student Internet safety component to division acceptable use policies (AUP). This legislation can be found at the following address: http://www.doe.virginia.gov/VDOE/Technology/OET/internet-safety-guidelines-resources.pdf (see Appendix A).

 

The legislation requires Internet safety to be integrated within each school division’s academic instructional program. To assist the division, the Department issued Guidelines and Resources for Internet Safety in Schools in October 2006. For reference, see Superintendent’s Memo No. 210, October 6, 2006: http://www.doe.virginia.gov/VDOE/suptsmemos/2006/inf210.html. See also Guidelines and Resources for Internet Safety in Schools: http://www.doe.virginia.gov/VDOE/Technology/OET/internet-safety-guidelines.shtml.

The legislation also requires the division to submit a copy of the revised technology AUP. The policy must include a statement that the policy, Internet safety component, and related implementation program have been approved by the local school board:

Code §22.1-70.2. Acceptable Internet use policies for public and private schools.

“A. Every two years, each division superintendent shall file with the Superintendent of Public Instruction an acceptable use policy, approved by the local school board, for the international network of computer systems commonly known as the Internet”:

http://www.doe.virginia.gov/VDOE/Technology/OET/internet-safety-guidelines-resources.pdf. 

The purpose of this memorandum is to provide the divisions with a set of rubrics, Division Implementation Rubrics for Acceptable Use Policy and Internet Safety Program, for conducting a self-assessment on the degree to which the expectations of Code §22.1-70.2 are being addressed. The rubrics may be downloaded from the following Department Web page link: http://www.doe.virginia.gov/VDOE/Technology/OET/internet-safety-rubrics.pdf.

The timetables for the AUP revision and implementation process are stated in Superintendent’s Memo No. 210, issued October 6, 2006: (http://www.doe.virginia.gov/VDOE/suptsmemos/2006/inf210.html). During school year 2006-2007, the division's Internet safety policy and program should be developed, aligned with the state guidelines, and incorporated into the AUP. By June 1, 2007, each division must send a statement to the director of the Office of Educational Technology confirming the completion of this work. During school year 2007-2008, the division will review the progress and effectiveness of its Internet Safety policy and the implementation of its Internet Safety program. By September 1, 2008, each division must submit to the Department a copy of the AUP, including the Internet safety policy and a statement that the AUP and Internet safety program have been approved by the local school board. The Department will review division policies in September 2008. The purpose of this review will be to determine if the division has addressed the expectations of Code §22.1-70.2.

If you have questions, please contact Dr. Tammy McGraw, Director of the Office of Educational Technology, at 804-225-4429 or e-mail at tammy.mcgraw@doe.virginia.gov.
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VIRGINIA ACTS OF ASSEMBLY -- 2006 SESSION

CHAPTER 52

An Act to amend and reenact § 22.1-70.2 of the Code of Virginia, relating to Internet safety instruction in schools.

[H 58]

Approved March 7, 2006

Be it enacted by the General Assembly of Virginia:

1. That § 22.1-70.2 of the Code of Virginia is amended and reenacted as follows:

§ 22.1-70.2. Acceptable Internet use policies for public and private schools.

A. Every two years, each division superintendent shall file with the Superintendent of Public

Instruction an acceptable use policy, approved by the local school board, for the international network of computer systems commonly known as the Internet. At a minimum, the policy shall contain provisions that (i) are designed to prohibit use by division employees and students of the division's computer equipment and communications services for sending, receiving, viewing, or downloading illegal material via the Internet; (ii) seek to prevent access by students to material that the school division deems to be harmful to juveniles as defined in § 18.2-390; (iii) select a technology for the division's computers having Internet access to filter or block Internet access through such computers to child pornography as set out in § 18.2-374.1:1 and obscenity as defined in § 18.2-372; and (iv) establish appropriate measures to be taken against persons who violate the policy; and (v) include a component on Internet safety for students that is integrated in a division's instructional program. The policy may include such other terms, conditions, and requirements as deemed appropriate, such as requiring written parental authorization for Internet use by juveniles or differentiating acceptable uses among elementary, middle, and high school students.

B. The superintendent shall take such steps as he deems appropriate to implement and enforce the division's policy.

C. On or before December 1, 2000, and biennially thereafter, the Superintendent of Public Instruction shall submit a report to the Chairmen of the House Committee on Education, the House Committee on Science and Technology, and the Senate Committee on Education and Health which summarizes the acceptable use policies filed with the Superintendent pursuant to this section and the status thereof.

D. In addition to the foregoing requirements regarding public school Internet use policies, the principal or other chief administrator of any private school that satisfies the compulsory school attendance law pursuant to § 22.1-254 and accepts federal funds for Internet access shall select a technology for its computers having Internet access to filter or block Internet access through such computers to child pornography as set out in § 18.2-374.1:1 and obscenity as defined in § 18.2-372.

E. The Superintendent of Public Instruction shall issue guidelines to school divisions regarding instructional programs related to Internet safety.

2. That, within 45 days of the enactment of this act, the Superintendent of Public Instruction shall issue a superintendent's memorandum advising school divisions of the provisions in this act and encourage cooperation with local law-enforcement agencies in its implementation.
Legislation

     The Virginia General Assembly proactively has promoted the Internet’s instructional

benefits while protecting students from its risks. In 2000, a state law required school

divisions to develop acceptable use policies, which provide Internet guidelines for

students and teachers. The following year, state and federal laws authorized the

installation of filtering software to prevent students from accessing potentially harmful

material. House Bill 58, introduced by Delegate William H. Fralin, Jr., and passed by the 2006. General Assembly, requires that school divisions’ acceptable use policies “include a component on Internet safety for students that is integrated in a division's instructional

program.” The legislation also requires the Superintendent of Public Instruction to

issue guidelines to school divisions regarding instructional programs related to

Internet safety. 
     The revised policy must comply with current federal, state, and local laws relating to

Internet safety:

• Acceptable Use Policies (AUP) for Public and Private Schools (Code of Virginia §

22.1-70.2). This law reflects the circumstances unique to the school or division and

the electronic system used; it clearly defines responsible use of information

networks.

• Family Involvement in Technology (FIT) Program (Code of Virginia § 22.1-212.2:3). This program promotes parental and family involvement in children’s education, including increased and appropriate supervision of children using the Internet.
• Children’s Internet Protection Act (CIPA). Congress enacted this law in December

2000 to address offensive Internet content on school and library computers. It

imposes specific requirements on any school or library that receives funding

support for Internet access or internal connections from the E-Rate Program.
Guidelines and Resources for Internet Safety in Schools .  The text of the legislation also is available at http://leg1.state.va.us/cgibin/legp504.exe?ses=061&typ=bil&val=hb58 [12 August 2006]
3A copy of the memorandum also is available at

http://www.doe.virginia.gov/VDOE/suptsmemos/2006/adm015.html [12 August 2006]

